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Issue 07

Mis/Disinformation

Misinformation is false or inaccurate information
shared online without the intention to mislead.

| Disinformation is false information that is
If' deliberately shared to deceive people. It's someone
/ intentionally distorting the facts.
B Mis/Disinformation present threats to health, and
PR have been shown to trigger anxiety, depression, and
panic attacks. New skills are required to manage

these dangers and support children and young people
(CYP) to have a positive online experience.

@

These are national priority issues, with the Scottish
Government publising a Health Information Integrity
Strategy to address the threat they pose.
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The numbers

e Social media is the main source of news
for 71% of young people (16-24 years
o old) (Ofcom, 2023).

e Worryingly, a third of children (32%) said
they believed all or most of what they
saw on social media to be accurate and
true (Ofcom, 2023).

e e This is an issue because adults and
children overestimate their ability to spot
misinformation. One in three fail to
question misinformation when they
encounter it online (Ofcom, 2022).


https://ayemind.com/
https://www.gov.scot/publications/scottish-health-information-integrity-strategy/
https://www.gov.scot/publications/scottish-health-information-integrity-strategy/
https://www.ofcom.org.uk/__data/assets/pdf_file/0024/264651/news-consumption-2023.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0027/255852/childrens-media-use-and-attitudes-report-2023.pdf
https://www.ofcom.org.uk/news-centre/2022/one-in-three-internet-users-fail-to-question-misinformation
https://www.unicef.org/globalinsight/media/2096/file/UNICEF-Global-Insight-Digital-Mis-Disinformation-and-Children-2021.pdf
https://www.unicef.org/globalinsight/media/2096/file/UNICEF-Global-Insight-Digital-Mis-Disinformation-and-Children-2021.pdf
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Why it’s harmful

e CYP need access to reliable information to make
informed decisions about their health and wellbeing.

¢ Mental health misinformation can encourage poorly
informed self-diagnosis and prevent CYP from
accessing evidence-based support.

e Some Mis/Disinformation can be harmful, including
scams, encouraging people to avoid official
guidance, take harmful medication, or providing
damaging nutritional or weight loss advice.

e Generative Al is making it harder to spot
Mis/Disinformation. There’s a rise in altered images,
videos, and ‘deep fakes’, with Al being used to create
indecent images, including of children (UKSIC, 2023).

What you can do

e Show CYP fact-checking tools to check if
something is true, including BBC Verify,
Snopes, or Google Lens for images.

e Talk about Mis/Disinformation. Use resources
like the Bad News Game to expose CYP to
strategies used to mislead them: polarization,
invoking emotions, spreading conspiracy
theories, and trolling.

¢ Improve CYP’s media literacy, using resources
like those listed below. Equip them with
critical thinking skills and the ability to
question what they see online.

e Be aware of and advise on trusted websites
and supports, such as NHS Inform, Young
Minds, or Childline.

Resources

e Fake News and Misinformation - A hub providing
facts and advice on fake news and misinformation
from Internet Matters.

e The Other Side of the Story - A resource from BBC
Bitesize that looks at fake news and how to spot it.

e Interland - An interactive game to support learning
about digital safety and citizenship from Google.

e |ntroduction to Thinking_Critically Online - An
educational resource from Internet Matters.

If you have any comments or suggestions for this newsletter, or if you would like to
unsubscribe, please email ggc.mhead@ggc.scot.nhs.uk


https://www.bbc.co.uk/news/reality_check
https://www.snopes.com/
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/protecting-children-from-fake-news/
https://www.commonsense.org/education/reviews/bad-news
https://www.commonsense.org/education/reviews/bad-news
https://www.nhsinform.scot/illnesses-and-conditions/mental-health/
https://www.youngminds.org.uk/
https://www.youngminds.org.uk/
https://www.childline.org.uk/
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/
https://www.bbc.co.uk/bitesize/groups/c0rx3447znvt
https://beinternetawesome.withgoogle.com/en_us/interland
https://www.internetmatters.org/digital-matters/lesson/introduction-to-thinking-critically-online/?user_type=parent
https://www.theguardian.com/technology/2020/jan/13/what-are-deepfakes-and-how-can-you-spot-them
https://saferinternet.org.uk/blog/children-must-understand-risk-as-uk-schools-say-pupils-abusing-ai-to-make-sexual-imagery-of-other-children

